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Presenter Notes
Presentation Notes
Bi-directional sharing of cybersecurity information 
Working Jointly with service providers to develop tradecraft for identifying malicious cyber actors; hunt on provider networks, share guidance at scale, NSA provides context.
Develop, share and amplify tailored mitigation guidance to the DIB
Provide direct cybersecurity assistance to identify, mitigate, and thwart threats to their networks
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NSA Cybersecurity Services
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Protective DNS/ Vulnerability Scanning Threat Intelligence
Secure Web Gateway and Mitigation Collaboration



Presenter Notes
Presentation Notes
Protective DNS – the phone book of the internet….analyzes web queries and prevents resolutions to malicious websites…..helps prevent malware, ransomware, phishing attempts, botnet attacks, etc……involves user pointing to Akamai’s DNS resolvers…..they scan your query against known sites with NSA insight added in…. 

Vulnerability scanning…..at this time it is passive external-only scanning utilizing commercial services, focused on asset discovery, meaning what an adversary can see about your organization on the open internet….we take the results and make a report, including an asset allocation table, and we evaluate how the results line up against National Vulnerability Database CVEs (Common Vulnerabilities & Exposures)…..and we work to advise companies on how to best mitigate…..companies can choose for us to do a totally open scan against their network based on open source information or they can tailor scans using IPs or other information they’d like us to use.

Threat intelligence collaboration…..partners can sign an MOU to join the National Defense Information Sharing and Analysis Center (ND-ISAC) and gain access to NSA’s COPYCAT channel….or if 1 on 1 sharing is required companies with a signed Cybersecurity NDA can be given an NSA Slack Channel to exchange cyber information.


Y
® 69

@
e
®

@

o2
@
=]

L ]



Contact NSA DIB Defense

CYBERCENTER.NSA.GOV
@NSACYBER
DIB_DEFENSE@CYBER.NSA.GOV
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